hgame2025 WriteUp
=3
TEST NC

cat flag
hgame{YouR_cAn-ConN3Ct_to-TH3-R3MoTe-ENvVIrOnMeNT-TO-gEt_f1@g0}

MNZEFIRHFE.

I am the flag!
hgame{Now-I-knOw-how-to-submlt-my-fl4gs!}

HRRALE ©
Crypto
suprimeRSA

HEE—ANVNEE al+bl=aP JFBEFARIMSEETATF LR, a. bEUE—ER/, HiREF)a=2,b=2
RIEIRRD: Bi#p=k*M+pow(e,a,M), kilaBEtllaERk, JLFRERK,
BRARIEEI06AIREEE, TLUBE IRFEDMRREL, EmsieveltE1h28min/aBHER:
Sat Feb 08 15:00:13 2025 p48 factor:
796688410951167236263039235508020180383351898113
Sat Feb 08 15:00:13 2025 p48 factor:

839777194079410698093279448382785381699926556673
Sat Feb 08 15:00:13 2025 elapsed time 01:28:00

from Crypto.Util.number import *

e = 0x10001
M = 2%*%130
enc =

487207283176018824965268172307888245763817583875071008869370172565777230514379236
733742846575849

n =
669040758304155675570167824759691921106935750270765997139446851830489844731373721
233290816258049

p = 796688410951167236263039235508020180383351898113

q = 839777194079410698093279448382785381699926556673

phi = (p - 1) * (q - D

d = inverse(e, phi)

m = pow(enc, d, n)

print(long_to_bytes(m)) # b'hgame{ROCA_ROCK_and_RO11!}"'
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af://n9

ZIEFAIRttps:/factordb.comXAMMIEHBIX MRS RGN T? 2 ?
T REHKELICTHRT, EEMHERERRT, —ERKIANG144MI, RFEERIEDHREREL?

sieve

RIBEE, BEHH715849728 A RERIENZ A, H-RFREFN ORI . XERLARAL:
BRI o(n) = n(1 — pil)(1 — i) (1 — pin))

%2 o(n) =n, BHE—EHp, HABRTEKPHIRILEGERLL (1 — %) XENTES— 4, B
B AR iR,

INEAKERER? &M 2~n, MIEREIM n = ¢(n), IPFHHBNZEHE/NIRETEL, IBRERET .
AT ABREKEREFN BORRIZEINT, FRLACASIERIRHEM2*pFFEaTE, &RIEIEEN
XEMBGESHBIRZ T, pythonBT2NVNEAER, GESHEOHERRAEEET.

#include <stdio.h>
#include <stdlib.h>

#include <math.h>
#include <stdbool.h>

void get_phi(int n, int *phi)

{
for (int i = 2; i <= n; i++)
{
philil = 1i; // WAEME R EUE
}
for (int p = 2; p <= n; p++)
{
if (philp]l == p)
{
for (int multiple = 2 * p; multiple <= n; multiple += p)
{
phi[multiple] = philmultiple]l / p * (p - 1); // HERiRRH e AL(H
}
}
}
}

int mainQ

int n = 715849728;
Tong long sum = 0;
int *phi = (int *)malloc((n + 1) * sizeof(int));

get_phi(n, phi);

for (int i = 2; i <= n; i++)
{
sum += phi[i];

h;
printf("sum = %11d\n", sum + 1); // sum = 155763335447735055


https://factordb.com/
af://n16

free(phi);
return 0;

from Crypto.Util.number import *
from sympy import nextprime

q = nextprime(155763335447735055 << 128)

s

n=p=q

e = 65537

phi = (p - 1) * q

d = inverse(e, phi)

enc =
244929409747471413653014009978459273276644448166527803806948446666550615396785106
3209402336025065476172617376546

m = pow(enc, d, n)

print(long_to_bytes(m)) # b'hgame{sieve_is_nOt_that_HArd}'

Reverse

Compress dot new

IAIES Enushell, THEEMRIERERB, MEHATLEhuffman_tree

def huffman_decode(encoded_data, huffman_tree):

decoded_string =
current_node = huffman_tree

for bit in encoded_data:
if bit == "0":

current_node current_node["a"]

else:

current_node = current_node["b"]

try:
current_node["s"]
decoded_string += chr(current_node["s"])
current_node = huffman_tree # & fHF15
except:
pass

return decoded_string


af://n25
af://n26

encoded_data =
"00010001110111111010010000011100010111000100111000110000100010111001110010011011
010101111011101100110100011101101001110111110111011011001110110011110011110110111
011101101011001111011001111000111001101111000011001100001011011101100011100101001
110010111001111000011000101001010000000100101000100010011111110110010111010101000
111101000110110001110101011010011111111001111111011010101100001101110101101111110
100100111100100010110101111111111100110001010101101110010011111000110110101101111
010000011110100000110110101011000111111000110101001011100000110111100000010010100
010001011100011100111001011101011111000101010110101111000001100111100011100101110
101111100010110101110000010100000010110001111011100011101111110101010010011101011
100100011110010010110111101110111010111110110001111010101110010001011100100101110
001011010100001110101000101111010100110001110101011101100011011011000011010000001
011000111011111111100010101011100000"

m = huffman_decode(encoded_data, huffman_tree)

print(m)

hgame{Nu-Shell-scrlpts-ar3-1nt3r3stlng-t0-wrlte-&-use!}

Lorem ipsum dolor sit amet, consectetur adipiscing elit.

Nulla nec ligula neque. Etiam et viverra nunc, vel bibendum risus. Donec.

Tra

RUEERENEE, ST ERIREE: https://www.zhihu.com/question/20133127?sort=created

Turtle

SEFEMUPXERTS
KRS, TEEREXT:

__1int64 sub_401876()
{

_BYTE v1[256];

char flag[46];

char key[8];

char encrypted_flag[40] = {-8, -43, 98, -49, 67, -70, -62, 35, 21, 74, 81,
16, 39, 16, -79, -49, -60, 9, -2, -29, -97, 73, -121, -22, 89, -62, 7, 59, -87,
17, -63, -68, -3, 75, 87, -60, 126, -48, -86, 10};

_BYTE encrypted_key[7] = {-51, -113, 37, 61, -31, 'Q', '1'};

char v8[7] = "yekyek";

puts("plz input the key: ");
scanf("%s", key);
set_v1(v8, 6, vl);
encryptl(key, 7, vl);
if (memcmp(key, encrypted_key, 7))
{
puts("key is wrong");
3
else
{
puts("plz input the flag:");
scanf("%s", flag);
set_vl(v8, 7, vl);
encrypt2(flag, 40, vl);
if (memcmp(flag, encrypted_flag, 40))


https://www.zhihu.com/question/20133127?sort=created
af://n30

puts("wrong, plz try again");
else
puts('Congratulate!");

}

return OLL;

B, KEREset_v1, encryptl, encrypt2, REHEEHMNREEIT, FEFencrypt1 2RaN
2, B0 LIAIERRZREAE, Mencrypt2RXIAABMLRET—ITH -= , REXA += Hiee
70

int main()
{

_BYTE v1[256];

char key[7] = {-51, -113, 37, 61, -31, 'Q', '1'};

char v8[7] = "yekyek";

char v2[40] = {-8, -43, 98, -49, 67, -70, -62, 35, 21, 74, 81, 16, 39, 16,
-79, -49, -60, 9, -2, -29, -97, 73, -121, -22, 89, -62, 7, 59, -87, 17, -63, -68,
-3, 75, 87, -60, 126, -48, -86, 10};

set_v1(v8, 6, vl);

decryptl(key, 7, vl);

fwrite(key, sizeof(char), 7, stdout); // ecg4ab6
putchar('\n");

set_vl(key, 7, vl1);

decrypt2(v2, 40, vl1);

fwrite(v2, sizeof(char), 40, stdout); //

hgame{YOu'r3_re411ly_g3t_Out_of_th3_upx!}
return 0;

Web

Pacman

R CROE!/static/script/index.js, BILATKEIFGEgift

here is your gift:aGF1cGFpzwWlrc3ByzZXRnbXtydGNfYwvfzwzjfQ==
here is your gift:aGF1dTR1cGNhXzROcmdtel9yX2FtbmlzzX0=

base64fEHT :

haepaiemkspretgm{rtc_ae_efc}
haeu4epca_4trgm{_r_amnmse}

=2 R0 .

hgame{pratice_makes_perfect}
hgame{u_4re_pacman_m4ster}
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